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1.
1.1

Preface

Preface
Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

1.2 Documentation Accessibility

1.3

1.4

1.5

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to OFSS Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Prerequisite
e Ul Deployment

e  Configuration / Installation

Related Information Sources

For more information on Oracle Banking APIs Release 18.3.0.0.0, refer to the following
documents:

e Oracle Banking APIs Licensing Guide

e  Oracle Banking APIs Security Guide
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Pre-requisite

2. Pre-requisite

OHS software along with instance should be available for use.

Home
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Ul deployment

3. Ul deployment

Below steps needs to be performed for Ul deployment on OHS server.

Copy the obapis.conf from OBAPIS_Installer/installables/ui/config directory into the instance
config directory (where httpd.conf is present). httpd.conf file is present at
{DOMAIN_HOME}/config/fmwconfig/components/OHS/{componentName}

B config - obdxdevops@mum00agk - WinSCP - X
Local Mork Files Commands Session Optiens Remote Help
[ &5 E3 Synchronize Bl o [ 48 | [ Queue - Transfer Settings Default - i
[ obdxdevops@mumagk G New Session
= My documents =] n & % config -8 - - A & | & FindFiles |2
EiREIC] Ef@ Download = | [ Edit + 3¢ 4 [ Properties | £ ]
C:\Users\MGARNDocuments rat 0BDX | i i/config
Name - Size Type Changed Name Sze Changed Rights Owner
s Parent directory /2172017 11:23:42 AM s 7/20/2017 6:39:54 PM oo obdxde...
Lightshot File folder 6/12/2017 11:37:00 AM [Jiobdcconft SKB 7/20/2017 6:39:56 PM oo obdxde...
plsgldoc File folder 6/17/2016 2:38:43PM
Remote Assistance Logs File folder 2/13/2017 3:18:02PM
SyncDroid File folder 7/13/2017 11:53:57 AM
] cwalletsso TKB 550 File 71172017 1
) FF questionnaire (2).doc 63KB  Microsoft Office...  2/15/2017 2
) Limits.ds 291KB  Microsoft Office E..  12/8/2016 4:28:04 PM
£ ObAccessClientaml 4KB XML Document /1172017 10:55:07 AM
[ obdx.cont 5KB CONF File /2072017 6:39:56 PM
&) SexualAwarenessTestCompleted.xis 112KB  Microsoft Office E..  12/14/2016 12:41:16 PM
=] SynKemelDiag2016-06-29_09-28-08l0g 8386KB Text Document 6/20/2016 9:28:12 AM
0B of 8,859 KBin 0 of 11 Shidden 0B of 4,808Bin0 of 1

e Create a directory where obapis Ul files would be deployed on OHS server.

B deploy - obdxdevops@mum0Dagk - WinSCP - X
Local Mark Files Commands Session Optins Remote Help
B & £3 synchronize Bl o [F @ | 5 Queue ~ Transter Settings Default - i -
& obdxdevops@mum@0agk G New Session
E My documents ~-EE 2 % deploy ~EE e Q) & | & FindFiles |2
B [ i £ [
C:\Users\MGARNDocuments /scratch/obdxdevops/ui/deploy
Name - Size Type Changed Name Size Changed - Rights. QOwner
. Parent directory /2172017 11:23:42 AM + 7/20/2017 5:05:28 PM WXPWHIWX obdxde...
Lightshot File folder 6/12/2017 11:37:00 AM
plsgldec File folder 6/17/2016 2:38:43PM
Remote Assistance Logs File folder 2/13/2017 3:12:02 PM
SyncDroid File folder /1372017 11:5357 AM
[ ] cwallet.sso 1KB S5O File 7/11/2017 10:55:07 AM
@FF questionnaire (2).doc 63KB Microsoft Office ... 2/15/2017 2:31:26 PM
B Limits.ds 291KB  Microsoft Office E..  12/8/2016 4:28:04 PM
£ ObAccessClientaml 4KB XML Document /1172017 10:55:07 AM
| ] obdx.conf 5KB CONF File 7/20/2017 6:39:56 PM
@Sexua\AwavenessTestCumpleted xls 112KB  Microsoft Office E. 12/14/2016 12:41:16 PM
=] SynKemeIDiag2016-05-29_08-28-08.log 8,386K8 Text Document 6/29/2016 %:28:12 AM
0Bof8853KBin0of 11 Shidden 0Bof0Bin0of0
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e Copy all files / directories from

directory.

Ul deployment

OBAPIS_Installer/installables/ui/deploy into newly created

B deploy - obdxdevops@mum0lagk - WinSCP - X
Local Mark Files Commands Session Options Remote Help
MR & £3 Synchronize | Bl ¢ [F 8 |5 Queue ~ Transfer Settings Default M
[ obdxdevops@mum0sqk [ New Session
o D: Data - Iny--AE deploy = - - @ @ & Find Files |5
& & [w
D:\OHS fscratch/obdxdevops/ui/deploy
Name " Size Type Changed Name Size Changed Rights Owner
el Parentdirectory /2172017 11:26:42 AM Ll 7/20/2017 5:05:28 PM warwrwx obdde..
admin File folder T/21/2017 11:25:54 AM admin 772172017 11:27:03 AM PAXPANIE-X obdxde...
brand-engine File folder T/21/2017 11:25:54 AM brand-engine 7/21/2017 11:2T:03 AM TWXPAT-X obdxde...
components File folder /2172017 11:26.07 AM compenents 20T ATIZAM  wareax obdde.
corporate File folder /2172017 11:26:08 AM corporate 2172017 11 . obdide..
framework File folder w2172017 1 19 AM framework 72172017 11 WXTWHT-X obdxde.
images File folder /2112017 11:26:23 AM images 7/21/2017 11:27:20 AM WXPANT-X obdxde...
index File folder T/21/2017 11:26:23 AM index 7/21/2017 11:27:20 AM TWXPAT-X obdxde...
pages File folder /2172017 11:26:24 AM pages T2201T 12T AM  warwax obdide.
partials File folder /2172017 11:26:26 AM partials TRRMT IR AM  wenax obdde.
resources File folder 7/21/2017 11:26:26 AM resources 772172017 11:2T:21 AM XX obdxde...
retail File folder /2112017 11:26:32 AM retail T/21/2017 11:2T:24 AM TWXPAT-X obdxde...
third-party File folder /2172017 11:2633 AM third-party 274 AM  warwax obdide.
wallet File folder /2172017 1 wallet T2T T4 AM  warwax obdde.
webhelp File folder T/21/2017 11:26:34 AM webhelp 772172017 11:27:28 AM PAXPANIE-X obdxde...
(=] build bt 333KB  Text Document 7/20/2017 6:39:55PM =] build.bd 333KB  7/20/2017 6:39:55 PM W P-T- obdxde...
[ buitdnum KB File 7/20/2017 6:38:55 PM [ buildnum 1KB  7/20/2017 6:38:55 PM obdxde...
| indexhtm KB Firefox HTML Doc..  7/20/2017 6 &l indechtml GKB  7/20/2017 6:32:56 PM obdxde...
[ manifestjson KB JSON File 7/20/2017 & [ 7] manifestjson KB 7/20/2017 6:33:56 PM obdxde.
E;j swjs 1KB  JavaScript File 7/20/2017 6:39:56 PM E;i Sw.js 1KB  7/20/2017 6:39:56 PM obdxde...
0B of 340 KB in 0 of 19 0B of 340KB in 0 of 19
a 0:06:22
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Configuration to run Ul on Oracle HTTP Server

4.  Configuration to run Ul on Oracle HTTP Server

Make sure following OHS modules must be loaded

mod_rewrite.so
mod_deflate.so
mod_expires.so
mod_mime.so

mod_headers.so

Following are the changes needed to be done in the obapis.conf file and place this file in same
folder where httpd.conf file exists.

1. Replace the <CHANNEL_ PATH> (all occurrences) with the newly created directory (from

previous Ul deployment step).

2. Configuration for Content Security Policy, refer to the below document

Oracle Banking APIs Security Guide

Include the obapis.conf into httpd.conf using below configuration

include “obapis.conf"” (needs to be added in httpd.conf)

Read obapis.conf for inline documentation.

11:59 AM

~ w5
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Configuration to run Ul on Oracle HTTP Server

Following are the changes need to be done in mod_wl ohs.conf which is present at
{DOMAIN_HOME}/config/fmwconfig/components/OHS/{componentName}

Copy below configuration into mod_wl_ohs.conf
<IfModule weblogic_module>
WebLogicHost HOSTNAME
WebLogicPort MANAGE_SERVER_PORT
Debug ON
WLLogFile DIR/FILENAEME
MatchExpression /digx/*
MatchExpression /digx-auth/*

MatchExpression /digx-social/*
</IfModule>

Configure below properties

a. HOSTNAME — Weblogic server hostname (where OBAPIs weblogic domain is
configured)

b. MANAGE_SERVER_PORT — Weblogic manage server port (where OBAPIs application
is deployed)

c. DIR/FILENAME - Path where log file should be generated

Sample configuration (for reference purpose only)

<IfModule weblogic_module>
WebLogicHost wis_serverl
WebLogicPort 7003
Debug ON
WLLogFile /tmp/weblogic_obp.log
MatchExpression /digx/*
</IfModule>
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Configuration to run Ul on Oracle HTTP Server

12:06 PM

~ T B 0

4.1 Authentication Configuration:
OBAPIs product ships with two type of authentication methods:
1. OAM Authentication

2. Non OAM Authentication
4.1.1 Configuring the OAM Authentication

By default OAM server URL is set as http://mum00aon.in.oracle.com:14100/oam/server

Replace it to your OAM server URL in the following files:
1. <CHANNEL_PATH>/components/login/login-form-web.js
2. <CHANNEL_PATH>/framework/js/constants/constants.js
a. Setthe authenticator property as “OUD”.

4.1.2 Configuring the Non OAM Authentication
Configuring Non OAM Authentication implementer needs to change following files:
1. <CHANNEL_PATH>/framework/js/constants/constants.js
a. Setthe authenticator property as “OBAPIsAuthenticator”.

OHS User Interface Configuration Guide 10
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Configuration to run Ul on Oracle HTTP Server

[ fscrstch/obedevops/OBDX_INS182_1008/E1/OBD Installer/instsllables/ ui/deploy/framework/js/ constants/ constants s - obdxdevops@nmumas012 - Editor - WinSCP - X
F] a9 B @& 7 8 | Encoding - [ Color~ & | @

ingerPrint:null,helpDeskSessionKey: ™", enablehAxe: !1,pages: {securePage: " /pages/home.html"”,publicPage: " /index.html"}, authenticator: "0BDXAuthenticator”,webAnalytics: ™" };returr

<

Line: 1/1 Celumn: 488 Character. 125 (0x7D) Encoding: 1252 (ANSI - La

i. In {DOMAIN_HOME}/config/fmwconfig/components/OHS/
{componentName}/httpd.conf remove webgate.conf entry

Google Map Configuration:
By default Google map SDK URL is set as

https://maps.googleapis.com/maps/api/js?key=AlzaSyCYFGuo6w|7CTEaBILF3gaRcJIJWuY153f8
&libraries=geometry,places

Replace it with your Google map SDK URL in the following files:

e <CHANNEL_PATH>/components/inputs/map.js

e <CHANNEL_PATH>/components/location-maintenance/location-add.js

e <CHANNEL_PATH>/components/location-maintenance/location-update.js

e <CHANNEL_PATH>/components/atm-branch-locator/locator.js

Social Media Configurations:

By default Linkedin and Facebook API key is set as

Linkedin Key: 86hg2yshsq76yd

Facebook Key: 233137313819556

Replace it to your social media API keys in the following files:

e <CHANNEL_PATH>/components/social-media/facebook.js

OHS User Interface Configuration Guide 11
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Configuration to run Ul on Oracle HTTP Server

e <CHANNEL_PATH>/components/social-media/linkedin.js

Wallet Configurations:
By default OBAPIs Base server URL is set as http://mumQO0Oapu.in.oracle.com:7777/digx/v1/

Replace it to your OBAPIs Base server URL in the following files:
e <CHANNEL_PATH>/components/wallet-external/addfund.js
e <CHANNEL_PATH>/components/wallet/add_paymentMode.|s

Since OBAPIs Ul support subresource integrity and changing files mentioned above will impact it
and files which are changed won't work. SHA hash for all files are maintained in
<CHANNEL_PATH>/framework/js/pages/security.js. There are two ways for solving this
problem:

¢ Remove the SHA hash of the changed files along with the file name in security.js

e Generate SHA hash of modified files and update it in the security.js

Once all above steps are completed, restart the OHS server.
For the restarting of the OHS Server first go to the bin directory of the OHS instance.
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5.2

Oracle HTTP Server Commands

Oracle HTTP Server Commands
Starting Oracle HTTP Server Instances from the Command Line

You can start up Oracle HTTP Server instances from the command line via a script.
1. Ensure that Node Manager is running.

2. Enter the following command:

Linux or UNIX: $SDOMAIN_HOME/bin/startComponent.sh componentName
Windows: %DOMAIN_HOME%\bin\startComponent.cmd componentName

For example:

$SDOMAIN HOME/bin/startComponent.sh ohsl

The startComponent script contacts the Node Manager and runs the nmStart() command.

When prompted, enter your Node Manager password. The system responds with these
messages:

Successfully started server componentName...

Successfully disconnected from Node Manager...

Exiting WebLogic Scripting Tool.

Stopping Oracle HTTP Server Instances from the Command Line
You can stop Oracle HTTP Server instances from the command line via a script.

Enter the following command:

Linux or UNIX: SDOMAIN HOME/bin/stopComponent.sh componentName

Windows: $DOMAIN HOMES$\bin\stopComponent.cmd componentName

For example:

$DOMAIN HOME/bin/stopComponent.sh ohsl

This command invokes WLST and executes the nmKill() command.
The stopComponent command will not function if the Node Manager is not running.

For more commands refer the following URL:

https://docs.oracle.com/middleware/1221/webtier/administer-ohs/getstart.htm

Home
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